Privacy policy for UR cards (multifunctional chip cards for students of Universitat
Regensburg)

1) Aims and legal basis for processing data

The UR card functions as student card and library card. It also serves as a semester ticket for the
Regensburg public transport system (Regensburger Verkehrsverbund, RVV) and offers the
following optional functionality:

sports pass

printing and copying card

cafeteria card with payment function for the cafeteria (Mensa) of the Student Union for
Niederbayern/Oberpfalz

The following information is permanently inscribed on the UR card upon their creation:
surname
forename
photograph
date of birth
matriculation number
ID number
library number

The card is validated in an independent step. In this process, the following additional
information is temporarily inscribed:

period of validity

code for the RVV semester ticket

elective subject area

sports pass, if applicable

The following data is stored in the student management system:
ID number
matriculation number
date of issue
period of validity
whether the card is blocked
library number
code for the RVV semester ticket
sports pass with semester of validity if applicable
time stamp of last validation
number of the validation machine
the number of the card reader (for money transfers) if applicable
identifier (S for student)

The following data is stored on the chip in the UR card:
ID number
matriculation number
date of issue
identifier (S for student)
date of validity
whether the card is blocked
library number



The UR card's chip also contains the Student Union for Niederbayern/Oberpfalz "electronic
wallet". Universitdt Regensburg does not have access to this part of the chip.

Data is processed based on legal requirements stemming from the Bavarian Higher Education
Act (Bayerisches Hochschulgesetz), Art. 4 Para. 1 and Art. 5 Para. 1 No. 1 Bavarian Data
Protection Act (BayDSG) in accordance with Art. 6 DSGVO and Art. 32 Para. 1 DSGVO) and the
Universitat Regensburg Matriculation Regulations (Immatrikulationssatzung) (§ 3 Para. 7).

Further purposes for data processing according to Art. 6 Para. 1 Bavarian Data Protection Act
(BayDSG) in accordance with Art. 6 and Art. 32. Para. 1 DSGVO:
e Safeguarding the system and the integrity of the data
e Guaranteeing the security of the network and information so far as absolutely necessary
and considered proportionate
e Protecting against disturbances or illegal or willful intrusions which affect the
availability, authenticity, completeness or confidentiality of the data saved.

2) Recipients of the personal data

Internally:
All organizational units of Universitdt Regensburg entrusted with fulfilling the tasks
listed above

Externally:
Student Union for Niederbayern/Oberpfalz (Studentenwerk Niederbayern/Oberpfalz)
(in pseudonymized form)

3) The duration of the storage of personal data

The data is stored in the student management system as long as it is necessary to fulfill the tasks
of the university according to Art. 4 Para. 1 Bavarian Data Protection Act (BayDSG) in
accordance with Art. 6 DSGVO.

The photograph is deleted 30 days after it has been uploaded.

4) The obligation to supply a photograph

You are obliged to upload your photograph. This obligation stems

from the Bavarian Higher Education Act (Bayerisches Hochschulgesetz), Art. 4 Para. 1 Bavarian
Data Protection Act (BayDSG) in accordance with Art. 6 DSGVO and Art. 32 Para. 1 DSGVO and
the Universitdt Regensburg Matriculation Regulations (Immatrikulationssatzung) (§ 3 Para. 7).
Universitat Regensburg requires your photograph to create your UR card. If you do not upload a
photograph, then Universitdt Regensburg cannot issue you a UR card.

This document is a supplement to the general data protection policy of Universitat Regensburg
(http://www.uni-regensburg.de/datenschutz/index.html). Web-Analytics and Tracking are not
used in the process described.
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